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0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Worum geht es?   Wissen, was dahinter steckt!

◼ Betriebssystem-Grundlagen 
◼ Speicher-/Adressraumverwaltung  

◼ Rechnerarchitektur-Grundlagen 
◼ Pipelining 
◼ Spekulative Ausführung 
◼ Sprungvorhersage 

◼ IT-Sicherheits-Grundlagen 
◼ Seitenkanäle 
◼ Caching 

◼ Meltdown und Spectre 
◼ Meltdown im Detail 
◼ Spectre im Überblick 

◼ Zusammenfassung
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Physical Address Space
I Raw access via system’s address bus

(storages)
I RAM
I MMIO-based Devices (USB, Audio, SATA, ...)

I Dark ages: processes used physical
memory directly

I Today: often used for special-purpose
systems

I But: no cross-application protection, flat
address space
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Speicherverwaltung 1: Realer (physischer) Adressraum
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2.1 Paging & Protection Rings

Speicherverwaltung 1: Realer (physischer) Adressraum

◼ Direkter Zugriff über den Adressbus 
◼ IO-Geräte 
◼ ROM (falls vorhanden) 
◼ RAM 

4

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Physical Address Space
I Raw access via system’s address bus

(storages)
I RAM
I MMIO-based Devices (USB, Audio, SATA, ...)

I Dark ages: processes used physical
memory directly

I Today: often used for special-purpose
systems

I But: no cross-application protection, flat
address space

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 6 / 53

2.1 Paging & Protection Rings

Speicherverwaltung 1: Realer (physischer) Adressraum

◼ Direkter Zugriff über den Adressbus 
◼ IO-Geräte 
◼ ROM (falls vorhanden) 
◼ RAM 

4

Deficits
I Multitasking: run multiple programs at

once
I Addresses are (were) compile-time

dependant
I Protection: secure process isolation
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◼ Direkter Zugriff über den Adressbus 
◼ IO-Geräte 
◼ ROM (falls vorhanden) 
◼ RAM 

◼ „Rechner-Frühzeit“ 
Programme arbeiten direkt  
mit diesen realen Adressen

◼ Effizient, aber 
◼ keine Isolation zwischen Programm 

und Betriebssystem 
◼ kein Mehrprogrammbetrieb 
◼ kein Mehrbenutzerbetrieb
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Multiplexing und Isolation durch das Betriebssystem

◼ Mehrprogrammbetrieb erfordert Koordinator —> Betriebssystem 
◼ Kernaufgabe eines Betriebssystems: Multiplexing und Isolation 
◼ Bereitstellen von „virtuellen Computern“ 
◼ UNIX-Prozess, aber auch VM in einem Hypervisor  

5

Deficits
I Multitasking: run multiple programs at

once
I Addresses are (were) compile-time

dependant
I Protection: secure process isolation

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 7 / 53

2.1 Paging & Protection Rings



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page
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◼ Virtueller Speicher, durch Betriebssystem und  
Hardware (MMU) auf realen Speicher abgebildet 

◼ —> Horizontale Isolation durch Einschränkung in der Abbildung

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 8 / 53

2.1 Paging & Protection Rings

Speicherverwaltung 2: Virtueller Adressraum

6

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 8 / 53

2.1 Paging & Protection Rings

◼ Virtueller Speicher, durch Betriebssystem und  
Hardware (MMU) auf realen Speicher abgebildet 

◼ —> Horizontale Isolation durch Einschränkung in der Abbildung

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 8 / 53

2.1 Paging & Protection Rings

Speicherverwaltung 2: Virtueller Adressraum

6

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 8 / 53

2.1 Paging & Protection Rings

Paging / Virtual Memory
I Introduce new memory space and

provide separate memory space for
every process

I Transparent for CPU access
I MMU translates virtual to physical

addresses
I Fast translations / lookups
I BTW: shared memory: virtual memory of

di�erent processes point to the same
physical page

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 8 / 53

2.1 Paging & Protection Rings

◼ Virtueller Speicher, durch Betriebssystem und  
Hardware (MMU) auf realen Speicher abgebildet 

◼ —> Horizontale Isolation durch Einschränkung in der Abbildung

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Speicherverwaltung 3: Privilegientrennung

◼ Einteilung in Benutzer- und Systemmodus (user vs. supervisor mode)  
◼ —> Vertikale Isolation durch Privilegebenen

7

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Speicherverwaltung 3: Privilegientrennung

◼ Einteilung in Benutzer- und Systemmodus (user vs. supervisor mode)  
◼ —> Vertikale Isolation durch Privilegebenen

7

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings 3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Speicherverwaltung 3: Privilegientrennung

◼ Einteilung in Benutzer- und Systemmodus (user vs. supervisor mode)  
◼ —> Vertikale Isolation durch Privilegebenen

7

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Speicherverwaltung 3: Privilegientrennung

◼ Einteilung in Benutzer- und Systemmodus (user vs. supervisor mode)  
◼ —> Vertikale Isolation durch Privilegebenen

7

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

R. Ramsauer, J. Weber Meltdown & Spectre Monday, 15 January 2018 9 / 53

2.1 Paging & Protection Rings

SEGMENTATION FAULT!

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Zusammenfassung: Speicherverwaltung

◼ Betriebssysteme isolieren Prozesse durch Adressräume 
◼ Seitenbasierte Abbildung über die MMU auf realen Speicher 
◼ Zugriff auf „fremden“ Speicher konstruktiv nicht möglich 

◼ Kernadressraum wird (üblicherweise) in jeden Adressraum mit eingeblendet 
◼ ermöglicht effiziente Implementierung von Systemaufrufen 
◼ Zugriff aus Anwendung wird unterbunden über Supervisor-Bit 
◼ Versucht man es dennoch: SEGMENTATION FAULT 

◼ Bei 64-Bit Systemen ist der komplette RAM Teil des Kernadressraums!
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Figure 2: The physical memory is directly mapped in the
kernel at a certain offset. A physical address (blue) which
is mapped accessible for the user space is also mapped in
the kernel space through the direct mapping.

table. The translation tables define the actual virtual
to physical mapping and also protection properties that
are used to enforce privilege checks, such as readable,
writable, executable and user-accessible. The currently
used translation table that is held in a special CPU reg-
ister. On each context switch, the operating system up-
dates this register with the next process’ translation table
address in order to implement per process virtual address
spaces. Because of that, each process can only reference
data that belongs to its own virtual address space. Each
virtual address space itself is split into a user and a kernel
part. While the user address space can be accessed by the
running application, the kernel address space can only be
accessed if the CPU is running in privileged mode. This
is enforced by the operating system disabling the user-
accessible property of the corresponding translation ta-
bles. The kernel address space does not only have mem-
ory mapped for the kernel’s own usage, but it also needs
to perform operations on user pages, e.g., filling them
with data. Consequently, the entire physical memory is
typically mapped in the kernel. On Linux and OS X, this
is done via a direct-physical map, i.e., the entire physi-
cal memory is directly mapped to a pre-defined virtual
address (cf. Figure 2).

Instead of a direct-physical map, Windows maintains
a multiple so-called paged pools, non-paged pools, and
the system cache. These pools are virtual memory re-
gions in the kernel address space mapping physical pages
to virtual addresses which are either required to remain
in the memory (non-paged pool) or can be removed from
the memory because a copy is already stored on the disk
(paged pool). The system cache further contains map-
pings of all file-backed pages. Combined, these memory
pools will typically map a large fraction of the physical
memory into the kernel address space of every process.

The exploitation of memory corruption bugs often re-
quires the knowledge of addresses of specific data. In
order to impede such attacks, address space layout ran-
domization (ASLR) has been introduced as well as non-
executable stacks and stack canaries. In order to protect
the kernel, KASLR randomizes the offsets where drivers

are located on every boot, making attacks harder as they
now require to guess the location of kernel data struc-
tures. However, side-channel attacks allow to detect the
exact location of kernel data structures [9, 13, 17] or de-
randomize ASLR in JavaScript [6]. A combination of a
software bug and the knowledge of these addresses can
lead to privileged code execution.

2.3 Cache Attacks
In order to speed-up memory accesses and address trans-
lation, the CPU contains small memory buffers, called
caches, that store frequently used data. CPU caches hide
slow memory access latencies by buffering frequently
used data in smaller and faster internal memory. Mod-
ern CPUs have multiple levels of caches that are either
private to its cores or shared among them. Address space
translation tables are also stored in memory and are also
cached in the regular caches.

Cache side-channel attacks exploit timing differences
that are introduced by the caches. Different cache attack
techniques have been proposed and demonstrated in the
past, including Evict+Time [28], Prime+Probe [28, 29],
and Flush+Reload [35]. Flush+Reload attacks work on
a single cache line granularity. These attacks exploit the
shared, inclusive last-level cache. An attacker frequently
flushes a targeted memory location using the clflush

instruction. By measuring the time it takes to reload the
data, the attacker determines whether data was loaded
into the cache by another process in the meantime. The
Flush+Reload attack has been used for attacks on various
computations, e.g., cryptographic algorithms [35, 16, 1],
web server function calls [37], user input [11, 23, 31],
and kernel addressing information [9].

A special use case are covert channels. Here the at-
tacker controls both, the part that induces the side effect,
and the part that measures the side effect. This can be
used to leak information from one security domain to an-
other, while bypassing any boundaries existing on the ar-
chitectural level or above. Both Prime+Probe and Flush+
Reload have been used in high-performance covert chan-
nels [24, 26, 10].

3 A Toy Example

In this section, we start with a toy example, a simple
code snippet, to illustrate that out-of-order execution can
change the microarchitectural state in a way that leaks
information. However, despite its simplicity, it is used as
a basis for Section 4 and Section 5, where we show how
this change in state can be exploited for an attack.

Listing 1 shows a simple code snippet first raising an
(unhandled) exception and then accessing an array. The
property of an exception is that the control flow does not

4
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Meltdown
1. Initialise exception handling, register

SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
2.3 Reference address ! register
2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Worum geht es?   Wissen, was dahinter steckt!

◼ Betriebssystem-Grundlagen 
◼ Speicher-/Adressraumverwaltung  

◼ Rechnerarchitektur-Grundlagen 
◼ Pipelining 
◼ Spekulative Ausführung 
◼ Sprungvorhersage 

◼ IT-Sicherheits-Grundlagen 
◼ Seitenkanäle 
◼ Caching 

◼ Meltdown und Spectre 
◼ Meltdown im Detail 
◼ Spectre im Überblick 

◼ Zusammenfassung
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← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung eines Prozessors

10

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung eines Prozessors

10

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung eines Prozessors

10

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung eines Prozessors

10

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung eines Prozessors

10

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

 Problem: Befehlsabarbeitung ist aufwändig! 
!Befehl laden 

!Befehl verstehen 

!Operanden laden und Berechnung durchführen 

! Ergebnis speichern

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB
main: inst

inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 instmain: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

4 inst inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

4 inst inst inst inst

5 inst inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

4 inst inst inst inst

5 inst inst inst inst

6 inst inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

4 inst inst inst inst

5 inst inst inst inst

6 inst inst inst inst

7 inst inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst ← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining

11

IF ID EX WB

1 inst

2 inst inst

3 inst inst inst

4 inst inst inst inst

5 inst inst inst inst

6 inst inst inst inst

7 inst inst inst inst

main: inst
inst
inst

inst
inst
inst
inst

L1: inst ← PC

 Ergebnis: Höherer Befehlsdurchsatz! 
! Im Idealfall immer mehrere Instruktionen gleichzeitig in Arbeit

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
main: inst

inst
if … 

goto L1
BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 instmain: inst

inst
if … 

goto L1
BEQ L1

inst
inst
inst
inst

L1: inst

← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

← PC

?

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

← PC

?

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

← PC

?



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst
6 o o o BEQ L1

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst
6 o o o BEQ L1

7 inst o o o

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst
6 o o o BEQ L1

7 inst o o o
8 inst inst o o

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst
6 o o o BEQ L1

7 inst o o o
8 inst inst o o

｛control hazard! 
branch penalty: Pb = 3 Zyklen 



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit Pipelining      Hazard!

12

IF ID EX WB
1 inst
2 inst inst
3 BEQ L1 inst inst
4 o BEQ L1 inst inst
5 o o BEQ L1 inst
6 o o o BEQ L1

7 inst o o o
8 inst inst o o

｛control hazard! 
branch penalty: Pb = 3 Zyklen 

 Problem: Pipeline Hazards 

!Kann Vorteile des Pipelining wieder zunichte machen 

! Problem vervielfacht sich mit Pipeline-Länge und Superskalarität

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Sprungkosten bei superskalarer Architektur

◼ Beispiel: 4-fach superskalarer Aufbau mit out-of-order execution 
 
 
 

◼ 20 Prozent aller Instruktionen seien Sprünge, Pb = 8  

13

Code 
Cache

B
N
E

B
E
Q branch unit

Befehlswarteschlange Reservation StationsPC

…
Fetch-Phase Issue-Phase Execute-Phase

PC aktualisieren

IPCreal =
IPCideal

1+Pb ·0,2 =
4

1+8·0,2 = 1, 54

…
Commit-Phase

Je 4 Instr.

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Sprungkosten bei superskalarer Architektur

◼ Beispiel: 4-fach superskalarer Aufbau mit out-of-order execution 
 
 
 

◼ 20 Prozent aller Instruktionen seien Sprünge, Pb = 8  

13

Code 
Cache

B
N
E

B
E
Q branch unit

Befehlswarteschlange Reservation StationsPC

…
Fetch-Phase Issue-Phase Execute-Phase

PC aktualisieren

IPCreal =
IPCideal

1+Pb ·0,2 =
4

1+8·0,2 = 1, 54

…
Commit-Phase

Je 4 Instr.

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Sprungkosten bei superskalarer Architektur

◼ Beispiel: 4-fach superskalarer Aufbau mit out-of-order execution 
 
 
 

◼ 20 Prozent aller Instruktionen seien Sprünge, Pb = 8  

13

Code 
Cache

B
N
E

B
E
Q branch unit

Befehlswarteschlange Reservation StationsPC

…
Fetch-Phase Issue-Phase Execute-Phase

PC aktualisieren

IPCreal =
IPCideal

1+Pb ·0,2 =
4

1+8·0,2 = 1, 54

1,54 / 4    ➠    weniger als 40% der möglichen Leistung!

…
Commit-Phase

Je 4 Instr.



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 

14

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 

14

IF ID EX WB
main: inst

inst
if … 

goto L1
BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 

14

IF ID EX WB

1 instmain: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 

14

IF ID EX WB

1 inst

2 inst inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC



3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 

14

IF ID EX WB

1 inst

2 inst inst

3 BEQ L1 inst inst

main: inst
inst

if … 
goto L1

BEQ L1

inst
inst
inst
inst

L1: inst

← PC

← PC

3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Befehlsabarbeitung mit spekulativer Ausführung 
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SEGMENTATION FAULT
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Meltdown
1. Initialise exception handling, register

SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
2.3 Reference address ! register
2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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Architektur aktueller Intel-Prozessoren
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that the processor’s out-of-order logic processes instruc-
tions before the CPU is certain whether the instruction
will be needed and committed. In this paper, we refer
to speculative execution in a more restricted meaning,
where it refers to an instruction sequence following a
branch, and use the term out-of-order execution to refer
to any way of getting an operation executed before the
processor has committed the results of all prior instruc-
tions.

In 1967, Tomasulo [33] developed an algorithm [33]
that enabled dynamic scheduling of instructions to al-
low out-of-order execution. Tomasulo [33] introduced
a unified reservation station that allows a CPU to use
a data value as it has been computed instead of storing
it to a register and re-reading it. The reservation sta-
tion renames registers to allow instructions that operate
on the same physical registers to use the last logical one
to solve read-after-write (RAW), write-after-read (WAR)
and write-after-write (WAW) hazards. Furthermore, the
reservation unit connects all execution units via a com-
mon data bus (CDB). If an operand is not available, the
reservation unit can listen on the CDB until it is available
and then directly begin the execution of the instruction.

On the Intel architecture, the pipeline consists of the
front-end, the execution engine (back-end) and the mem-
ory subsystem [14]. x86 instructions are fetched by
the front-end from the memory and decoded to micro-
operations (µOPs) which are continuously sent to the ex-
ecution engine. Out-of-order execution is implemented
within the execution engine as illustrated in Figure 1.
The Reorder Buffer is responsible for register allocation,
register renaming and retiring. Additionally, other opti-
mizations like move elimination or the recognition of ze-
roing idioms are directly handled by the reorder buffer.
The µOPs are forwarded to the Unified Reservation Sta-
tion that queues the operations on exit ports that are con-
nected to Execution Units. Each execution unit can per-
form different tasks like ALU operations, AES opera-
tions, address generation units (AGU) or memory loads
and stores. AGUs as well as load and store execution
units are directly connected to the memory subsystem to
process its requests.

Since CPUs usually do not run linear instruction
streams, they have branch prediction units that are used
to obtain an educated guess of which instruction will be
executed next. Branch predictors try to determine which
direction of a branch will be taken before its condition
is actually evaluated. Instructions that lie on that path
and do not have any dependencies can be executed in ad-
vance and their results immediately used if the prediction
was correct. If the prediction was incorrect, the reorder
buffer allows to rollback by clearing the reorder buffer
and re-initializing the unified reservation station.
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Figure 1: Simplified illustration of a single core of the In-
tel’s Skylake microarchitecture. Instructions are decoded
into µOPs and executed out-of-order in the execution en-
gine by individual execution units.

Various approaches to predict the branch exist: With
static branch prediction [12], the outcome of the branch
is solely based on the instruction itself. Dynamic branch
prediction [2] gathers statistics at run-time to predict the
outcome. One-level branch prediction uses a 1-bit or 2-
bit counter to record the last outcome of the branch [21].
Modern processors often use two-level adaptive predic-
tors [36] that remember the history of the last n outcomes
allow to predict regularly recurring patterns. More re-
cently, ideas to use neural branch prediction [34, 18, 32]
have been picked up and integrated into CPU architec-
tures [3].

2.2 Address Spaces
To isolate processes from each other, CPUs support vir-
tual address spaces where virtual addresses are translated
to physical addresses. A virtual address space is divided
into a set of pages that can be individually mapped to
physical memory through a multi-level page translation

3

Quelle: MD
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Zusammenfassung: Spekulative Ausführung

◼ Prozessor führt bedingte Anweisungen spekulativ aus 
◼ Grund: Bedingungstest benötigt mehrere Takte 
◼ Ziel:  Anhalten der Pipeline verhindern 
◼ Benötigt:  Guter Prediktor des Bedingungsergebnis  

  Mechanismus zum Zurückrollen bei Misprediktion  

◼ Bei Sprungbefehlen (Intel, AMD, ARM, …)            —> Spectre 
◼ Vorhersage anhand der letzten 2–4 Sprünge an dieser Stelle 

◼ Bei Speicheroperationen (nur Intel)             —> Meltdown 
◼ Statische Vorhersage: Gehe davon aus, dass Zugriff erlaubt ist
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Zusammenfassung: Spekulative Ausführung

◼ Prozessor führt bedingte Anweisungen spekulativ aus 
◼ Grund: Bedingungstest benötigt mehrere Takte 
◼ Ziel:  Anhalten der Pipeline verhindern 
◼ Benötigt:  Guter Prediktor des Bedingungsergebnis  

  Mechanismus zum Zurückrollen bei Misprediktion  

◼ Bei Sprungbefehlen (Intel, AMD, ARM, …)            —> Spectre 
◼ Vorhersage anhand der letzten 2–4 Sprünge an dieser Stelle 

◼ Bei Speicheroperationen (nur Intel)             —> Meltdown 
◼ Statische Vorhersage: Gehe davon aus, dass Zugriff erlaubt ist
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IF ID EX WB

1 inst
2 inst inst
3 MOV # inst inst
4 inst MOV # inst inst
5 inst inst MOV # inst
6 inst inst inst MOV #

7

 Wichtig: Spekulative Ausführung ist nicht per se „falsch“ 

! Ergebnisse werden verworfen bevor für sie die Software sichtbar werden 

! Sie hinterlässt jedoch ein „messbares Geräusch“ in der Mikroarchitektur
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4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Worum geht es?   Wissen, was dahinter steckt!

◼ Betriebssystem-Grundlagen 
◼ Speicher-/Adressraumverwaltung  

◼ Rechnerarchitektur-Grundlagen 
◼ Pipelining 
◼ Spekulative Ausführung 
◼ Sprungvorhersage 

◼ IT-Sicherheits-Grundlagen 
◼ Seitenkanäle 
◼ Caching 

◼ Meltdown und Spectre 
◼ Meltdown im Detail 
◼ Spectre im Überblick 

◼ Zusammenfassung
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Seitenkanal-Attacke (covert channel attack)

◼ Informationsverarbeitung verursacht immer auch physikalische Effekte 
◼ Energieverbrauch, Wärmeentwicklung, Zeitverhalten 
◼ Im Modell ist dieses unberücksichtigt 

◼ Die Messung dieser physikalischen Eigenschaften ermöglicht  
oft (stochastisch) Rückschlüsse auf die verarbeitete Information! 
 
—> Prinzip des Seitenkanal-Angriffs
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 Meltdown und Spectre sind Seitenkanal-Angriffe! 
! „Geheimnis“ wird in spekulativen Berechnungen benutzt (und verworfen) 

! „Geheimnis“ wird indirekt abgegriffen über das Zeitverhalten des Caches 
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EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��

Schnelle Zwischenspeicher: Caches

21

Caches - main memory is slow
I Cache is a on-chip/o�-chip memory

located closer to the CPU
I Cache is a partial reflection of the main

memory
I Higher bandwidth vs. lower latency
I Little space (few MiB $ many GiB)
I Multiple levels of cache varying in speed

and size
I Cache performance is defined by

multiple factors (cache associativity,
separate/unified)

I Hierarchical cache structures can be
inclusive or exclusive

Cache overview
© cybercomputing.co.uk

Cache overview
© cybercomputing.co.uk
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2.3 CPU Caches 3FTFBSDI 2VFTUJPO
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	'MBTI
 30. DPOTJEFSFE TBGF
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Worum geht es?   Wissen, was dahinter steckt!

◼ Betriebssystem-Grundlagen 
◼ Speicher-/Adressraumverwaltung  

◼ Rechnerarchitektur-Grundlagen 
◼ Pipelining 
◼ Spekulative Ausführung 
◼ Sprungvorhersage 

◼ IT-Sicherheits-Grundlagen 
◼ Seitenkanäle 
◼ Caching 

◼ Meltdown und Spectre 
◼ Meltdown im Detail 
◼ Spectre im Überblick 

◼ Zusammenfassung
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Meltdown im Detail
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char array [256 * 4096];
char* versteck = verbotene Adresse im Kern;

// Lese verbotene Adresse
char geheim = *versteck;

// Verwende Geheimnis indirekt
char dummy = array[ geheim * 4096 ];

// Ausnahme abfangen und behandeln

// Messe Zugriffszeiten auf das Array
for( int i = 0; i < 256; ++i ){

zeit( array[ i * 4096 ); 
}

Meltdown
1. Initialise exception handling, register

SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
2.3 Reference address ! register
2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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Meltdown im Detail
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1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.

<instr.>

<instr.>
...

<instr.>

[ Exception ]

E
X

E
C

U
T

E
D

E
X

E
C

U
T

E
D

O
U

T
O

F
O

R
D

E
R

<instr.>

<instr.>

<instr.>

EXCEPTION
HANDLER

<instr.>

<instr.>

[ Terminate ]

Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.
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char array [256 * 4096];
char* versteck = verbotene Adresse im Kern;

// Lese verbotene Adresse
char geheim = *versteck;

// Verwende Geheimnis indirekt
char dummy = array[ geheim * 4096 ];

// Ausnahme abfangen und behandeln

// Messe Zugriffszeiten auf das Array
for( int i = 0; i < 256; ++i ){

zeit( array[ i * 4096 ); 
}

Meltdown
1. Initialise exception handling, register

SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
2.3 Reference address ! register
2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.
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[ Terminate ]

Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.
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1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.
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Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.
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// Lese verbotene Adresse
char geheim = *versteck;

// Verwende Geheimnis indirekt
char dummy = array[ geheim * 4096 ];

// Ausnahme abfangen und behandeln

// Messe Zugriffszeiten auf das Array
for( int i = 0; i < 256; ++i ){

zeit( array[ i * 4096 ); 
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1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.

<instr.>
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[ Terminate ]

Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.
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char array [256 * 4096];
char* versteck = verbotene Adresse im Kern;

// Lese verbotene Adresse
char geheim = *versteck;

// Verwende Geheimnis indirekt
char dummy = array[ geheim * 4096 ];

// Ausnahme abfangen und behandeln

// Messe Zugriffszeiten auf das Array
for( int i = 0; i < 256; ++i ){

zeit( array[ i * 4096 ); 
}

1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.
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Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.
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char array [256 * 4096];
char* versteck = verbotene Adresse im Kern;

// Lese verbotene Adresse
char geheim = *versteck;

// Verwende Geheimnis indirekt
char dummy = array[ geheim * 4096 ];

// Ausnahme abfangen und behandeln

// Messe Zugriffszeiten auf das Array
for( int i = 0; i < 256; ++i ){

zeit( array[ i * 4096 ); 
}

1 raise_exception();

2 // the line below is never reached

3 access(probe_array[data * 4096]);

Listing 1: A toy example to illustrate side-effects of out-
of-order execution.

<instr.>

<instr.>
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<instr.>
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<instr.>

<instr.>

<instr.>

EXCEPTION
HANDLER

<instr.>

<instr.>

[ Terminate ]

Figure 3: If an executed instruction causes an exception,
diverting the control flow to an exception handler, the
subsequent instruction must not be executed anymore.
Due to out-of-order execution, the subsequent instruc-
tions may already have been partially executed, but not
retired. However, the architectural effects of the execu-
tion will be discarded.

continue with the code after the exception, but jumps to
an exception handler in the operating system. Regardless
of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
exception, the instructions executed out of order are not
retired and, thus, never have architectural effects.

Although the instructions executed out of order do not
have any visible architectural effect on registers or mem-
ory, they have microarchitectural side effects. During the
out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
leverage a microarchitectural side-channel attack such
as Flush+Reload [35], which detects whether a specific
memory location is cached, to make this microarchitec-
tural state visible. There are other side channels as well
which also detect whether a specific memory location
is cached, including Prime+Probe [28, 24, 26], Evict+
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Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. Iterat-
ing over the 256 pages of probe array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.

Reload [23], or Flush+Flush [10]. However, as Flush+
Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].

Figure 4 shows the result of a Flush+Reload measure-
ment iterating over all pages, after executing the out-of-
order snippet with data = 84. Although the array ac-
cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
exception handler) shows only a cache hit for page 84
This shows that even instructions which are never actu-
ally executed, change the microarchitectural state of the
CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.

4 Building Blocks of the Attack

The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
tural state to leak information. While the code snippet
reveals the data value passed to a cache-side channel, we
want to show how this technique can be leveraged to leak
otherwise inaccessible secrets. In this section, we want
to generalize and discuss the necessary building blocks
to exploit out-of-order execution for an attack.

5
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SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
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2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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of whether this exception is raised due to a memory ac-
cess, e.g., by accessing an invalid address, or due to any
other CPU exception, e.g., a division by zero, the control
flow continues in the kernel and not with the next user
space instruction.

Thus, our toy example cannot access the array in the-
ory, as the exception immediately traps to the kernel and
terminates the application. However, due to the out-of-
order execution, the CPU might have already executed
the following instructions as there is no dependency on
the exception. This is illustrated in Figure 3. Due to the
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Although the instructions executed out of order do not
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out-of-order execution, the referenced memory is fetched
into a register and is also stored in the cache. If the out-
of-order execution has to be discarded, the register and
memory contents are never committed. Nevertheless, the
cached memory contents are kept in the cache. We can
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Reload is the most accurate known cache side channel
and is simple to implement, we do not consider any other
side channel for this example.

Based on the value of data in this toy example, a dif-
ferent part of the cache is accessed when executing the
memory access out of order. As data is multiplied by
4096, data accesses to probe array are scattered over
the array with a distance of 4 kB (assuming an 1 B data
type for probe array). Thus, there is an injective map-
ping from the value of data to a memory page, i.e., there
are no two different values of data which result in an ac-
cess to the same page. Consequently, if a cache line of a
page is cached, we know the value of data. The spread-
ing over different pages eliminates false positives due to
the prefetcher, as the prefetcher cannot access data across
page boundaries [14].
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cess should not have happened due to the exception, we
can clearly see that the index which would have been ac-
cessed is cached. Iterating over all pages (e.g., in the
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This shows that even instructions which are never actu-
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CPU. Section 4 modifies this toy example to not read a
value, but to leak an inaccessible secret.
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The toy example in Section 3 illustrated that side-effects
of out-of-order execution can modify the microarchitec-
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 Die Laufzeitkosten können erheblich sein! 
! Intel: 2%    (auf aktueller Hardware!) 

! Linux-Developers: 5%   (auf aktueller Hardware!) 

! IO-Intensiver Betrieb: bis zu 30% (auf aktueller Hardware!) 

 Dennoch gibt es keine Alternative!  
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Spectre im Überblick

◼ Spectre verwendet ebenfalls  
Cache-Präsenz als Seitenkanal 

◼ Spekulative Ausführung durch gezieltes 
Misstraining der Sprungvorhersage 

◼ Angriff rein im user mode, ohne Beteiligung 
des Kerns – kein Kernel Patch möglich! 

◼ Erfordert sehr detailliertes Wissen über den 
Zielprozess und seinen Programmcode
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Spectre [7]

Bounds Check Bypass & Branch Target Injection
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4. Spectre

v1: bounds check bypass
I CPU mispredicts a branch and

speculatively executes code
I Train the branch prediction that

offset will be likely within bounds
I Attack: set offset out of bounds
I Boundary check variables need to be

uncached(!) ! load from memory
I Data of val will be leaked, because

the arr2 is cached
I Finally arr1->length arrives from

memory and an incorrect branch was
detected

if (offset < arr1->length) {
char val = arr1->data[offset];
long idx = ((val&1)*0x100)+0x200;
if (idx < arr2->length)

char val2 = arr2->data[idx];
}
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Worum geht es?   Wissen, was dahinter steckt!

◼ Betriebssystem-Grundlagen 
◼ Speicher-/Adressraumverwaltung  

◼ Rechnerarchitektur-Grundlagen 
◼ Pipelining 
◼ Spekulative Ausführung 
◼ Sprungvorhersage 

◼ IT-Sicherheits-Grundlagen 
◼ Seitenkanäle 
◼ Caching 

◼ Meltdown und Spectre 
◼ Meltdown im Detail 
◼ Spectre im Überblick 

◼ Zusammenfassung
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Zusammenfassung

◼ Meltdown und Spectre sind Seitenkanalangriffe 
◼ „Geheimnis“ wird indirekt abgegriffen 
◼ aus dem Zeitverhalten des Caches 

◼ Ansatz: Sorge dafür, das CPU „Geheimnis“ spekulativ liest 
◼ wird später verworfen 
◼ verwende es geschickt als Arrayindex – und „markiere“ so „Geheimnis“ im Cache 

◼ Meltdown ist wie ein Generalschlüssel 
◼ Ermöglicht Lesezugriff auf das gesamten RAM 
◼ Patchen auf Betriebssystemebene möglich (und sinnvoll!) 

◼ Spectre ist eine Anleitung zum Erstellen von Spezialschlüsseln 
◼ Ermöglicht Lesezugriffe auf „nahestehenden“ Adressraum 
◼ Detaillierte Kenntnisse des Zielprozesses erforderlich
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Meltdown
1. Initialise exception handling, register

SIGSEGV
2. Execute transient instruction

2.1 Load attacker-chosen (virtual) address into a
register <- SIGSEGV

2.2 Let CPU run ahead
2.3 Reference address ! register
2.4 Index of probe array depends on result

3. Catch SIGSEGV
I CPU will roll back architectural state
I Probe access times of probe array to

determine cache line (Flush+Reload)

4. The number of the warm cache line
leaks the secret

5. That’s it, folks.
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3.1 The Attack

Spectre [7]

Bounds Check Bypass & Branch Target Injection
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4. Spectre

<Title> 28<Date>

Prof. Dr.-Ing. habil. Daniel Lohmann 
lohmann@sra.uni-hannover.de 
Fachgebietsleiter 

Betriebssysteme

Zeit für Fragen

Vielen Dank für Ihre Aufmerksamkeit :-) 3FTFBSDI 2VFTUJPO

0QFSBUJOH TZTUFN BT w3FMJBCMF $PNQVUJOH #BTFw 	3$#

%FTJHO GPS SPCVTUOFTT� )PX UP QSFWFOU FSSPST GSPN UIF WFSZ CFHJOOJOH 
$PQF XJUI SFNBJOJOH FSSPST� )PX UP UPMFSBUF VOBWPJEBCMF GBVMU BDUJWBUJPOT 
)PX GBS DBO XF HFU XJUI TPGUXBSF�CBTFE NFUIPET 

(PBM� /P TJMFOU EBUB DPSSVQUJPOT�
4ZTUFN SFMJBCMZ EFUFDUT BOE SFQPSUT VOBWPJEBCMF GBJMVSFT
"QQMJDBUJPOT�TQFDJmD GBJMVSF IBOEMJOH 	GBJM�TBGF
 GBJM�TUPQ


'BVMU IZQPUIFTJT� 5SBOTJFOU IBSEXBSF GBVMUT
.BOJGFTU BT CJUnJQT JO WPMBUJMF NFNPSZ BOE SFHJTUFST
	'MBTI
 30. DPOTJEFSFE TBGF

EM #FBNFS 5IFNF 43" o 1PXFSQPJOU BOE $P �� o ��
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