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Optimization: RTOS Tailoring

T11 Priority: 1
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12 ReleaseSpinlock(S1);
14 ActivateTask(T02);
16 ActivateTask(T01);
18 ActivateTask(T21);
20 TerminateTask();T01 Priority: 1
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02 GetSpinlock(S1);
03 do_critical();
04 ReleaseSpinlock(S1);
06 TerminateTask();

T02 Priority: 2
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07 do_high_priority();
08 TerminateTask();

T21 Priority: 1
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22 GetSpinlock(S1);
23 do_critical();
24 ReleaseSpinlock(S1);
26 TerminateTask();
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– All critical sections protected by S1 runs serialized → elide S1
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Express control flow with
Atomic Basic Blocks (ABBs) [SCH10]

idle 13 Build the Multi-State Transition Graph (MSTG):
1. Capture core-local effects in local states.idle 14
2. In case of a cross core system call:

Build a multicore state.
We call them synchronization points (SPs).07 15

3. Interpret that state.07 15

08

idle

4. Split the multicore state and
locally interpret the local states.

5. Merge duplicated states (here "idle")

07 16

idle 16
6. Find all possible pairing partners

(states that execute simultaneously).
7. Iterate (step 2) until stabilization.
Initialization: A synchronization point over all cores.
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How to extract information

Optimization only possible with appropriate information

We need a proper analysis

MultiSSE

Static analysis

Designed for detecting multicore interleavings

Implemented within ARA [Fie+21] (a whole system analyzer)

Andreas Kässens Applied static analysis and specialization of cross-core syscalls for multi-core AUTOSAR OS – Introduction 3 – 17



Analysis – Basic idea

Single-core analysis already present: System-State Enumeration (SSE)

Developed by Dietrich [DHL15]

Calculation of all possible RTOS states for a given system

Naive approach: Cross product of all that states → combinatoric explosion

Observation

Cross-core interactions are neither random nor frequent

Bound to statically determinable syscalls and interrupts

Idea

Calculate cross core interleavings just for that specific parts
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Analysis – MultiSSE Overview
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Analysis – Timing information

x
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cross
syscall

α = [αmin, αmax]
β = [0, βmax]
α = β

Interval start

BCET of interval

WCET of interval

I Cross core system call on core "x".

I Question: Can the requested state with
interval β happen simultaneously?

I Solution: Yes, if α = β has a solution.
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α = [αmin, αmax]
β = [0, βmax]
γ = [γmin, γmax]
α = β + γ

I Known intervals between SPs.

I MultiSSE stores solutions.

I Avoid recalculations.

Andreas Kässens Applied static analysis and specialization of cross-core syscalls for multi-core AUTOSAR OS – Analysis 6 – 17



Synthesis – ARA

Analysis results and synthesis are coupled with ARA, a whole system analyzer [Fie+21]

Build a multicore AUTOSAR library OS for ARMv7-A based on dOSEK [Hof+15]

Specialize cross-core system calls based on the analysis results

application image

OS Model

Analysis
MultiSSE

Syscall Synthesis
AUTOSAR libraries

Optimizations
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Synthesis – Optimizations

Core-local system-call specialization from dOSEK

Reduce system call overhead using precalculated scheduler decisions

Deadlock Detection

Lock Elision

Remove lock/unlock system call pairs if no contention possible

Completely eliminate locks

IPI Avoidance

Skip IPI if receiver is busy with high-priority task

Expectations

improved WCRT, ACRT, predictability; reduced jitter, priority inversion
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Evaluation

1. Analysis of sample applications

2. Synthesis of microbenchmarks

3. Analysis and synthesis of a the running example and a real-world application (I4Copter)
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Evaluation – Analysis of sample applications

AUTOSAR conformance tests from Trampoline OS [Béc+06]

12 multicore tests successfully analyzed and manually validated

No avoidable IPIs or unnecessary lock-unlock pairs detected

Benchmark generator adapted from dOSEK [DL18]

Parameters: cores, tasks, spinlocks, lock-users, cross-core-task-activations, events

Randomly generated 872 AUTOSAR applications with varying parameters

Average 464 (38 to 1613) MSTG nodes per application with total 1890 avoidable IPIs and
4695/7143 unnecessary lock-unlock pairs
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Evaluation – Synthesis of microbenchmarks

Microbenchmarks for lock elision and IPI avoidance

Goal: Characterize and quantify the optimization potential → hardware-dependent

Cost Model

Introduce hardware-independent cost model for system calls and optimizations

Measure cost model parameters on real hardware (ARMv7-A, RPi 4)
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Evaluation – Cost model for Spinlock Elision
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Interval caused by RTOS implementation
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Evaluation – Cost model for IPI Avoidance
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Evaluation – Spinlock microbenchmark
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Evaluation – IPI microbenchmark
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Evaluation – Running example
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Conclusion

MultiSSE: cross-core static analysis for AUTOSAR using Synchronization Points

Synthesis of optimized system calls based on analysis results

Optimizations improves WCRT, predictability, reduce jitter and priority inversion

Next step: Static analysis of multiple hypervisor domains
→ HyperSSE talk on friday

Thank you for your attention! Questions?

Source Code

https://github.com/luhsra/parrot
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