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Discussion

Limited to explicit interactions
Annotation comments

Use of wrapper

State count explosion → scalability

Discussed in MultiSSE 

Well designed apps

Unknown domains (“Blackbox”)
Idea: Only share control-flow

How to process data 

Hyperperiod of looped tasks
Current: Event-triggered analysis

Synchronize at boot 

Show Android/Linux support

 [Brandenburg et al. 2025]
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Conclusion - HyperSSE

Consolidation of embedded systems

Concurrent static analysis of multiple OSs
Xen hypervisor OS-model

Hypercalls as hyper-synchronization points

→ OS-overarching abstract state transition graph

Evaluated for different guest combinations

sra.uni-hannover.de/p/hypersse-ecrts26

burg@sra.uni-hannover.de

M6: Dom-0-AUTOSAR M11: Dom-1-Zephyr

M17: Dom-0-AUTOSAR M20: Dom-1-Zephyr

Dom 0 Dom 1

State 4
instance: A
abb: ABB1

bcet/wcet: 10/20

State 5
thread: thread_b

abb: ABB2
bcet/wcet: 15/25

Dom 0 Dom 1

110 - 130

State 6
instance: A
abb: ABB5

Xen_evtchnAlloc

State 7
instance: A
abb: ABB2

bcet/wcet: 100/110

State 8
instance: A
abb: ABB6

Xen_evtchnSend

State 10
thread: thread_b

abb: ABB4
Xen_evtchnBind

State 11
thread: thread_b

abb: ABB3
bcet/wcet: 35/45

State 12
instance: Idle

State 24
instance: Idle

State 21
instance: A
abb: ABB3

bcet/wcet: 30/40

State 23
instance: A
abb: ABB7

Autosar_TerminateTask

State 22
thread: thread_event

abb: ABB1
bcet/wcet: 55/65

State 25
instance: Idle

Dom 0 Dom 1
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Abstract interpretation

Complete

Automatic Sound

https://www.di.ens.fr/~cousot/AI/IntroAbsInt.html

Rice’s Theorem

Automatic + non-trivial
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Xen OS-Model

MultiSSE SSE Xen model Zephyr AUTOSAR

MultiSSE SSE Xen model Zephyr AUTOSAR

Split into singlecore states

Zephyr guest

System semantic

schedule/interpret

Update State

loop [until hypercall]

AUTOSAR guest

System semantic

schedule/interpret

Update State

loop [until hypercall]

Merge states
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System State Enumeration

SSE(CFG, Instances, Value analysis) → System State Transition Graph

1

2

3

4

5

6

stack = model.get_initial_os_state()

while stack:

    state = stack.pop()

    new_states = interpret_or_schedule(state)

    sstg.add_and_connect(new_states)

    stack.push(new_states)

Iterate all possible system states

CFG and OS-model find next states
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Further Test Cases
Synchronization Point ABB Syscall Idle State Autosar/Zephyr/Bare-Metal System

(a) hc-z-b1

0-Zephyr 1-BareMetal

0-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

10

11

12

13

14

15

21

23

20

22

Dom 0 Dom 1

(b) hc-a-z2

0-AUTOSAR 1-Zephyr

1-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

19

21

10

11

12

20

18

Dom 0 Dom 1

(c) hc-autosar-notiming

0-AUTOSAR

1-AUTOSAR

0-AUTOSAR

Dom 0 Dom 1

4

5

Dom 0 Dom 1 Dom 0 Dom 1Dom 0 Dom 1

6

7

8

10

11

12

13

30

27

33

34

26

28

29

Dom 0 Dom 1 Dom 0 Dom 1Dom 0 Dom 1
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Evaluation Grid 1/2

Synchronization Point ABB Syscall Idle State Autosar/Zephyr/Bare-Metal System

(a) min-autosar

0-AUTOSAR 1-AUTOSAR

Dom 0 Dom 1

4 5

6

7 9

8

(b) min-zephyr

0-Zephyr 1-Zephyr

Dom 0 Dom 1

4 5

6 7

(c) min-baremetal

0-BareMetal 1-BareMetal

Dom 0 Dom 1

4 5

6

7

8

9

10

11

12

13

(d) min-az

0-AUTOSAR 1-Zephyr

Dom 0 Dom 1

4 5

6

7

8

9

10

12

13

(e) min-zb

0-Zephyr 1-BareMetal

Dom 0 Dom 1

4 5

6

8

9

10

11

12

13

14

15

(f) min-ba

0-BareMetal 1-AUTOSAR

Dom 0 Dom 1

4 5

6

7

8

9

10

11

12

13

14

15

(g) hc-autosar

0-AUTOSAR 1-AUTOSAR

0-AUTOSAR

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

10

11

12

13

19

22

20

21

18

Dom 0 Dom 1

(h) hc-zephyr

0-Zephyr 1-Zephyr

0-Zephyr 1-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

10

11

12

21

23

22

24

Dom 0 Dom 1

(i) hc-baremetal

0-BareMetal 1-BareMetal

0-BareMetal

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

12

13

14

15

16

17

26

23

22

24

25

Dom 0 Dom 1

(j) hc-autosar2

0-AUTOSAR 1-AUTOSAR

1-AUTOSAR

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

19

22

10

11

12

20

21

18

Dom 0 Dom 1

(k) hc-zephyr2

0-Zephyr 1-Zephyr

0-Zephyr 1-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

11

21

23

22

24

Dom 0 Dom 1

(l) hc-baremetal2

0-BareMetal 1-BareMetal

1-BareMetal

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

11

26

23

12

13

14

15

16

22

24

25

Dom 0 Dom 1
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Evaluation Grid 2/2

Synchronization Point ABB Syscall Idle State Autosar/Zephyr/Bare-Metal System

(a) hc-a-z1

0-AUTOSAR 1-Zephyr

0-AUTOSAR 1-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

10

11

12

24

21

23

22

25

Dom 0 Dom 1

(b) hc-z-b1

0-Zephyr 1-BareMetal

0-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

10

11

12

13

14

15

21

23

20

22

Dom 0 Dom 1

(c) hc-b-a1

0-BareMetal

1-AUTOSAR

0-BareMetal

Dom 0 Dom 1

4

5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

12

13

14

15

21

24

20

22

23

Dom 0 Dom 1

(d) hc-a-z2

0-AUTOSAR 1-Zephyr

1-Zephyr

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

19

21

10

11

12

20

18

Dom 0 Dom 1

(e) hc-z-b2

0-Zephyr 1-BareMetal

0-Zephyr 1-BareMetal

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

11

12

13

23

25

24

26

27

Dom 0 Dom 1

(f) hc-b-a2

0-BareMetal 1-AUTOSAR

1-AUTOSAR

Dom 0 Dom 1

4 5

Dom 0 Dom 1

110 - 130

6

7

8

9

10

11

21

24

12

13

14

20

22

23

Dom 0 Dom 1

(g) hc-autosar-

notiming
0-AUTOSAR

1-AUTOSAR

0-AUTOSAR

Dom 0 Dom 1

4

5

Dom 0 Dom 1 Dom 0 Dom 1Dom 0 Dom 1

6

7

8

10

11

12

13

30

27

33

34

26

28

29

Dom 0 Dom 1 Dom 0 Dom 1Dom 0 Dom 1

(h) hc-zephyr-

notiming
0-Zephyr

1-Zephyr

0-Zephyr

1-Zephyr

Dom 0 Dom 1

4

5

Dom 0 Dom 1

Dom 0 Dom 1

Dom 0 Dom 1

6

7

8

10

11

12

33

35

34

36

37

39

Dom 0 Dom 1

Dom 0 Dom 1

Dom 0 Dom 1

(i) hc-baremetal-

notiming
0-BareMetal

1-BareMetal

0-BareMetal

Dom 0 Dom 1

4

5

Dom 0 Dom 1

Dom 0 Dom 1Dom 0 Dom 1

Dom 0 Dom 1

6

7

8

9

10

12

13

14

15

16

17

39

40

34

36

37

Dom 0 Dom 1

Dom 0 Dom 1Dom 0 Dom 1

Dom 0 Dom 1

(j) hc-autosar-

polled

0-AUTOSAR

1-AUTOSAR

1-AUTOSAR

0-AUTOSAR

Dom 0 Dom 1

4

5

Dom 0 Dom 1

70 - 70

6

7

8

Dom 0 Dom 1

10

11

12

21

18

20

26

28

29

30

31

32

33

34

35

36

Dom 0 Dom 1

40 - 40

Dom 0 Dom 1

(k) pingpong

0-AUTOSAR 1-AUTOSAR

0-AUTOSAR

1-AUTOSAR

Dom 0 Dom 1

4 5

Dom 0 Dom 1

80 - 100

6

7

8

10

11

12

13

28

30

20

21

Dom 0 Dom 118 29

32

19

22Dom 0 Dom 1

20 - 30

Dom 0 Dom 1

(l) many

0-AUTOSAR 1-AUTOSAR 2-AUTOSAR 3-AUTOSAR 4-AUTOSAR 5-AUTOSAR

Dom 0 Dom 1 Dom 2 Dom 3 Dom 4 Dom 5

8 9 10 11 12 13

14

15 17

16 18

19 21

20 22

23 25

24
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Mixed Criticality

Real-time operating systems
AUTOSAR

Zephyr

FreeRTOS

Linux-RT

Bare-Metal

LiME [Brandenburg et al. 2025]

Hypervisors (static partitioning)
Jailhouse [Ramsauer et al. 2017]

Omnivisor [Ottaviano et al. 2024]

Bao [Martins et al. 2020]

Quest-V [West et al. 2016]

Xen [Barham et al. 2003]
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OS-Base

1

2

3

4

5

6

7

8

9

10

11

  class OSBase:

      @classmethod

      is_syscall(cls: class, function_name: str) -> bool

      

      @staticmethods

      get_initial_state(cfg: CFG, inst: Instances) -> AbSS

      get_cpu_local_contexts(context: dict, cpu_id: int, ...) -> dict

      get_global_contexts(contexts: dict, ...) -> dict

      

      interpret(cfg: CFG, sysc: str, state: AbSS, cpu_id: int, ...) -> 

list[AbSS]

      schedule(state: AbSS, cpus=None: list[int]) -> None
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OS-Base for Xen Model

1

2

3

4

5

6

  class OSBase:

    def move_context(context: dict, target_id: int) -> dict

    def move_irqhandler(irq: IRQ, inst: Instances, target_cpu_id: int) 

-> None

    

    def find_cross_os_event(state: OSState, id: int, cb: str) -> 

CrossOSEvent

    def trigger_cross_os(state: OSState, id: int, event: CrossOSEvent) 

-> OSState
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