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Virtualized Mixed-Criticality Real-Time System
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Static Analysis: State Transition Graph

Source Code

CPU O AUTSSAR
5 int x = vy;

6 X += Z;

7 hyperc(zephyr calc);

CPU 2 .,

11
21

void idle() {...}
int calc() {...}
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Static Analysis: State Transition Graph

[Atomic Basic Block
L 2 [Scheler 2011]

Source Code Control
Flow Graph
CPU O AUTSSAR
5 int x = y; ABB-1

6 X += z;

7 hyperc(zephyr calc); ABB-2

CPU 2 e
11 [void idle() {...}
21 |int calc() {...} @
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Static Analysis: State Transition Graph

Source Code Control State-Transition Graph
Flow Graph T [Dietrich et al. 2015]
CPU O AUTSSAR .
5 |int x = y; ABB-1

6 X += z;
7 hyperc(zephyr calc);

ABB-2
CPU 2 e ABB-3
11 [void idle() {...}
21 [int calc() {...} ABB-4
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Static Analysis: State Transition Graph 2

Source Code Control State-Transition Graph
Flow Graph 2 [Dietrich et al. 2015]
CPU 0 AUTSSAR :
5 [int x = y; ABB-1 State 10 - Ri (g te 1
6 |x += z; ABB-1N B |
. | ABB-3 N B
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CPU 2 - ABB-3 ;
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Static Analysis: State Transition Graph

Source Code Control State-Transition Graph

Flow Graph 2 [Dietrich et al. 2015]
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Static Analysis: State Transition Graph

Source Code

Control

State-Transition Graph

Flow Graph 1 [Dietrich et al. 2015]
CPU O AUTSSAR H
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7 |hyperc(zephyr calc); ABB-2 l . |
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— ABB-2 @ B |:fstate 13
11 void idle() {...} P
21 [int calc() {...} ABBS4 Asg-4+2 &
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Program Semantics Across Interaction Levels

How to find
next ABB/state
and its “impact”
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Program Semantics Across Interaction Levels

Abstract Interpretation

How to find 2 [Cousot and Cousot 1992]
next ABB/state > Overapproximation of every
and its "impact” possible program execution

= Sound, but incomplete

| J
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Program Semantics Across Interaction Levels

Compiler
, ABB1
LLVM A28 Local

Abstract Interpretation

How to find 2 [Cousot and Cousot 1992]
next ABB/state ' Overapproximation of every
and its "impact” possible program execution

= Sound, but incomplete

\ J

Mareike Burg HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Idea 4-15



Program Semantics Across Interaction Levels

Compiler
LLVM A8 ABE]
call
Value arlalyz_er BB Inter-
SVF 5% procedural
How to find .
Abstract Interpretation
next ABB/state =

- " 2 [Cousot and Cousot 1992]
and its "impact
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Program Semantics Across Interaction Levels

Compiler
LLVM A<=

UnCtIOﬂ
System
call

Value analyzer
SVF SV

System State Enumeration (SSE)
2 [Dietrich et al. 2015]

@ [Entrup et al. 2024]
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Program Semantics Across Interaction Levels

System State Enumeration (SSE)

Compiler
LLVM A<=

ABB1 ABB3
unct|on
System
call

Value analyzer
SVF SV

4 [Dietrich et al. 2015]
@ [Entrup et al. 2024]
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Automated Real-time system Analyzer (ARA) e

(
ARA [Entrup et al. 2019; Fiedler et al. 2021]

Step based analysis framework
(a) Instances
(o) Control Flow Graph
(c) System State Enumeration
)

Qd (Multi)SSE 12 [Entrup et al. 2024]
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Automated Real-time system Analyzer (ARA) HEE

Application —
Code Compiler ﬁiﬁ Value Analysis -;Vf-
0S-config @ LLVM IR & [Sui and Xue 2016]

Y Y

(
ARA [Entrup et al. 2019; Fiedler et al. 2021]

State
Transition Graph

Step based analysis framework

(a) Instances

(o) Control Flow Graph

(c) System State Enumeration
)

Qd (Multi)SSE 12 [Entrup et al. 2024]

State X
ABB-? ® B
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Automated Real-time system Analyzer (ARA) HEE

Application ——
Code Compiler ﬁﬁ Value Analysis :)\\/f-
0S-config @ LLVM IR A [Sui and Xue 2016]
Y Y
Timi 4 _
Iming ] ARA [Entrup et al. 2019; Fiedler et al. 2021]
BCET/WCET ] S
Step based analysis framework tate
(a) Instances Transition Graph
b) Control Flow Graph
0S-Model ) - State X
s i (c) System State Enumeration ABB-? ® B
man -7
cmanties (d) (Multi)SSE T [Entrup et al. 2024]
§
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HyperSSE in ARA 2 s

N [H ot '\)

Application-1

Code @
0S-config
" Timing-1
BCET/WCET
' 0
0S-Model-1

Semantics

Compiler ﬁ""@
LLVM IR

Value Analysis af

2 [Sui and Xue 2016]

ARA 3x

For each guest domain

(a) Instances + Control Flow Graph
(b) Instances + Control Flow Graph
(c) Instances + Control Flow Graph

) ¢
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HyperSSE: Finding Next State(s)

[ Control Flow Graph ]

A v
0OS Model

Syscalls Semantics

A
Forwards

Hypervisor Model

Interpret Hypercall Semantics
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HyperSSE: Finding Next State(s)

[ Control Flow Graph ] [ Control Flow Graph

4 v 4 v

0S Model 0S Model
Syscalls Semantics Syscalls Semantics

A
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Multicore to Multi-0S States

B MultiSSE: multiple CPUs of one OS
®  HyperSSE: CPUs from many OSs
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Multicore to Multi-OS States

B MultiSSE: multiple CPUs of one OS
®  HyperSSE: CPUs from many OSs

B Merging states
— Unique CPU-IDs, data structures
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Multicore to Multi-OS States

B MultiSSE: multiple CPUs of one OS
®  HyperSSE: CPUs from many OSs

B Merging states
— Unique CPU-IDs, data structures

B Separating into singlecore
— Use SSE with specific 0S-model

Zephyra |-

AUTOSAR, |
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Implemented Hypercall (Wrapper)

Real-Time Systems
Only limited interactions
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Implemented Hypercall (Wrapper)

Real-Time Systems

Xen Event Channel Wrapper Only limited interactions
1 void wrap evtchn alloc unbound(rem_dom, channel, callback);
2 void wrap_evtchn poll(channel)
3 void wrap receive memory(sharing _dom, id, mem);
4 void wrap shared write(id);
5
6 void wrap_evtchn send(channel) {
7 struct evtchn_send event;
8 .
9 (HYPERVISOR event channel op(evtchn send, &event)

=
(o)
-
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Implemented Hypercall (Wrapper)

Real-Time Systems

Xen Event Channel Wrapper Only limited interactions
1 void wrap evtchn alloc unbound(rem_dom, channel, callback);
2 void wrap_evtchn poll(channel)
3 void wrap receive memory(sharing _dom, id, mem);
4 void wrap shared write(id);
5
6 void wrap_evtchn send(channel) {
7 struct evtchn_send event;
8 .
9 (HYPERVISOR event channel op(evtchn send, &event)

=
(o)
-

— 0S-specific implementation irrelevant for analysis
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B Qualitative analysis

B Various combinations of guest systems
= AUTOSAR, Zephyr
= BareMetal
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Evaluation

B Qualitative analysis

B Various combinations of guest systems
= AUTOSAR, Zephyr
= BareMetal

B With annotated WCET/BCET

B Sending and receiving hypercalls

= Xen event channel, Shared memory

— Automatic test/build-system

M7: Dom-0fAUTOSAR

State 4
instance: A
abb: ABB1

beet/weet: 1/2

12: Dom-1-Zephyr

State 5
thread: thread_b
bb: ABB1

abb:
beet/weet: 3/4

State 6
instance: A
abb: ABBS
Autosar_ReadPeripheral

State 10
thread: thread_b

abb: ABB3
Zephyr_kyield

State 7
instance: A
abb: ABB2

beet/weet: 5/6

State 8
instance: A

bb: ABB
Autosar_TerminateTask

State 9
instance: Idle

State 12

thread: thread_b
abb: ABB2

beet/weet: 7/8

State 13
instance: Idle

Mareike Burg HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Evaluation




Graphs!! I =
ra p S e 109:4 | Hannover

e ==

= )

(e

SDass|

;

Mareike Burg HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Evaluation 1-15



i ¢ | Leibniz
+ 0 Z § Universiti
109:4 | Hannover

Mareike Burg HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Evaluation 1-15



Understanding State Transition Graphs
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Understanding State Transition Graphs
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Case Study: Driver Assistance System HEE

Init Autosar Init Zephyr Init Android
58-12 6,16-21 7,23-27

| 12-15

Loop-Start
13,14,78

Calculation
38,41,47,49,55

Update HMI
56,58

Measure

Process
64-76

P State Transition

e —> Regular Loop

10-12 E(b) - ---> Other

<«—> Timing Violation
4-5  Timeinms
13,14 State Number

Emergency

Braking
104,105

Emergency
Braking
77,79,81,83,103
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6-9
Init Zephyr
6,16-21

Loop-Start
13,14,78

Calculation
38,41,47,49,55

Measure
Process
64-76

1012 3 (b) e

Emergency ™\ send—4)
Braking 2 -

77,79,81,83,103

Emergency

Braking
104,105

Mareike Burg

Init Android
7,23-27

15 | Leibniz

Case Study: Driver Assistance System o [
----------------

E 4-6
Init Autosar
58-12

| 12-15

1. Timing Violation
Does Zephyr's calculation
meet deadline

Update HMI
56,58

State Transition

—

EEEE

«>
4-5
13,14

Regular Loop
Other

Timing Violation
Time in ms
State Number
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Case Study: Driver Assistance System

e G -
H 4-6 2-3 H
6-9
Init Autosar Init Zephyr Init Android
58-12 6,16-21 7,23-27

| 12-15 V12 1510
; ;

Loop-Start
13,1478

2. Driver Delay
WCRT to notify driver

Update HMI
56,58

Calculation
38,41,47,49,55

Measure

Process e State Transition
64-76 .l
o —> Regular Loop
-7 === Other

1012 3 (b) -
e <«—> Timing Violation

Sen' Emergency
"> SP[--9 Braking
5-10 10-100 104,105
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Case Study: Driver Assistance System

e G -

H 4-6 2-3 H
6-9

Init Autosar Init Zephyr Init Android

58-12 6,16-21 7,23-27

| 12-15 V12 1510
; ;

Loop-Start
13,1478

Update HMI
56,58

Calculation
38,41,47,49,55

Measure

Process LT State Transition
64-76 .l
o —> Regular Loop
10-12 +(b) e ---> Other

<«—> Timing Violation

Emergency send 2 Emergency 45 Timeinms
H - -=3 H 13,14 State Number
Braking s 1o—1oo Braking
77,79,81,83,103 104,105

3. Control Loop

Less than 50 ms
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Discussion

B [imited to explicit interactions
= Annotation comments
= Use of wrapper
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Discussion

B [imited to explicit interactions
= Annotation comments
= Use of wrapper

B State count explosion — scalability
" Discussed in MultiSSE O¢
= Well designed apps
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Discussion

B [imited to explicit interactions
= Annotation comments
= Use of wrapper

B State count explosion — scalability
¥ Discussed in MultiSSE 0%
= Well designed apps

®  Unknown domains ("Blackbox")
® |dea: Only share control-flow

" How to process data @
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Discussion

B [imited to explicit interactions
= Annotation comments
= Use of wrapper ®  Hyperperiod of looped tasks
= Current: Event-triggered analysis

B State count explosion — scalability
® Synchronize at boot &

" Discussed in MultiSSE 0%
= Well designed apps

®  Unknown domains ("Blackbox")
® |dea: Only share control-flow

" How to process data @
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Discussion

B [imited to explicit interactions
= Annotation comments
= Use of wrapper ®  Hyperperiod of looped tasks
= Current: Event-triggered analysis

B State count explosion — scalability
® Synchronize at boot &

¥ Discussed in MultiSSE 0%
= Well designed apps ®  Show Android/Linux support

B Unknown domains ("Blackbox") 0= [Brandenburg et al. 2025]
® |dea: Only share control-flow
LiIME

" How to process data @
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Conclusion - HyperSSE

B Consolidation of embedded systems
B Concurrent static analysis of multiple OSs

= Xen hypervisor 0S-model
= Hypercalls as hyper-synchronization points

— 0S5-overarching abstract state transition graph,

110-130

15:-415
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Rice's Theorem
Automatic + non-trivial

Possible Complete
trajectories

Abstraction of the trajectories

Automatic Sound

https://www.di.ens.fr/~cousot/Al/IntroAbsInt.html
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Xen OS-Model 82| s

=
‘ Split into singlea‘)re states ‘

Zephyr guest
—_——

|°°E J[until hypercall]

| System semantic
—_——

schedule/interpret
T

AUTOSAR gues:
—_——

43

L Update State

loo [until hypercall]

| System semantic
e
schedule/interpret

Merge states
-~
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System State Enumeration

SSE(CFG, Instances, Value analysis) — System State Transition Graph

1 stack = model.get initial os state()

2 while stack:

3 state = stack.pop()

new _states = interpret or schedule(state)
sstg.add and connect(new_states)
stack.push(new states)

[o) IO, BF N

Iterate all possible system states
CFG and 0S-model find next states

Mareike Burg HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Appendix
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Further Test Cases

[E]:] Synchronization Point O ABB [ | Syscall Idle State [_I_T__] Autosar/Zephyr/Bare-Metal System)

(a) he-z-b1 (b) hc-a-z2 (c) hc-autosar-notiming
E T
Lo ]| |[e]
olollo
[
o ]
><
Tr o
©) 15 ©)
29
22 20
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Evaluation Grid 1/2

[|:|:| Synchronization Point O ABB [ | Syscall ldleState  [_I_I__] Autosar/Zephyr/Bare-Metal System]

(a) min-autosar (b) min-zephyr  (c) min-baremetal (d) min-az (e) min-zb (f) min-ba

e
0-AUTOSAR 1}AUTOSAR o °
O © Tl
o))
Cord

el i

7 9 ol

(g) hc-autosar (1) hc-baremetal2
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Evaluation Grid 2/2
[|:|:| Synchronization Point O ABB [ | Syscall ldleState  [_I_I__] Autosar/Zephyr/Bare-Metal System]

(a) hc-a-z1 (b) he-z-b1 (c) he-b-a1 (d) hc-a-z2 (e) he-z-b2 (f) he-b-a2

(g) hc-autosar- (h) hc-zephyr- (i) he-baremetal-
notiming notiming notiming

i
Oy
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Mixed Criticality

Real-time operating systems B Hypervisors (static partitioning)
= AUTOSAR AUTOSAR ® Jailhouse [Ramsauer et al. 2017]
= Zephyr ‘“‘ = Omnivisor [Ottaviano et al. 2024]
= FreeRTOS 7E’f’hyr ® Bao [Martins et al. 2020]
METOS| ® Quest-V [West et al. 2016]
= Linux-RT o AUTOMETIVE ® Xen [Barham et al. 2003]
£\ GRADE LINUX
® Bare-Metal Xen

Mareike Burg

LiIME [Brandenburg et al. 2025]

LIME

HyperSSE: Cross-Domain Static Analysis of Partitioned Real-Time Hypervisor Systems — Appendix
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1 class 0SBase:

2 @classmethod

3 is syscall(cls: class, function name: str) -> bool

4

5 @staticmethods

6 get initial state(cfg: CFG, inst: Instances) -> AbSS

7 get cpu local contexts(context: dict, cpu_id: int, ...) -> dict

8 get global contexts(contexts: dict, ...) -> dict

9

10 interpret(cfg: CFG, sysc: str, state: AbSS, cpu id: int, ...) ->
1ist[AbSS]

11 schedule(state: AbSS, cpus=None: list[int]) -> None
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0S-Base for Xen Model

1 class 0SBase:

2 def move context(context: dict, target_id: int) -> dict

3 def move irghandler(irq: IRQ, inst: Instances, target cpu id: int)
-> None

4

5 def find cross os event(state: 0SState, id: int, cb: str) ->
CrossOSEvent

6 def trigger cross os(state: 0SState, id: int, event: CrossOSEvent)
-> 0SState
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