
2025-07-08

OSPERT ´25

IRx: RTOS-Aware Abstract Interpretation using an
LLVM-based Interpreter

Andreas Kässens, Vitali Fendel, Daniel Lohmann

Leibniz Universität Hannover

Supported by



2025-07-08 2 - 12IRx: RTOS-Aware Abstract Interpretation using an LLVM-based Interpreter

Static Analysis of Real-Time Operating Systems

 Goal: Improve RTS properties

 Jitter, (worst-case) execution time

 Dependability

 Extreme tailoring of RTOSs to the specific application

 Deep static knowledge enables optimization at compile time

 System call specialization per call-site  less kernel time→

 Requires Abstract Interpretation of the application and RTOS

 Need to know system call effects  This work!→

 Handle interrupts

https://www.flaticon.com/authors/parzival-1997
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Example: Global Control Flow Graph

System calls with
context switch!
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System Call Interpretation

 Cross-kernel Abstract Interpretation requires system call semantics

 „What is the follow-up abstract system state after the system call?“

 System State Enumeration (SSE) uses an abstract OSEK/AUTOSAR model [DHL15]

 For each system call: re-implement system call in the model

 Our approach: LLVM-IR interpreter for the existing RTOS implementation + adapter

 IRx: generic interpreter for all RTOSs, Adapter for Zephyr, accessible from Python

 No reimplementation of system calls

 keeps up with upstream changes

 Configurability already compiled into LLVM IR

[DHL15] C. Dietrich, M. Hoffmann, D. Lohmann, “Cross-kernel control-flow-graph analysis for event-driven real-time systems” (LCTES ’15)
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System Call Interpretation

 Implemented into the Automatic Real-Time Analyzer (ARA) [ESD19]

 IRx executes LLVM-IR instructions on concrete kernel state

 Adapter translates abstract system state / concrete kernel state for Zephyr

[ESD19] G. Entrup, B. Steinmeier, C. Dietrich, “ARA: Automatic instance-level analysis in real-time systems” (OSPERT ‘19)
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Implementation

 IRx: based on upstream LLVM14 interpreter

 Support for running non-native 32-bit code (e.g. for Cortex-M4)

 Added memory mapping, modified global variable init and load/store instructions

 Additional external symbols from the linker script

 Step-wise interpretation on the whole kernel

 Initialization for OS objects  → run_function(„k_msgq_init“, args)

 System calls with a „stop“ function  → stop("arch_swap"); run_function(„k_msgq_put“, args)

 Extraction of kernel state in adapter  → update()
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Evaluation

 Thread Metric RTOS Benchmarks

 Test for RTOS internals from ThreadX1

 Measure interrupts, context switch etc.

 8 benchmarks with up to 5 threads

 Ported to Zephyr 3.7.0 LTS

 native_sim and qemu_cortex_m3

 Intel Embedded Controller Firmware2

 Notebook firmware for peripherals etc.

 8 threads, 6 ISRs, semaphores, message 

queues

 Ported to Zephyr 3.7.0 LTS

 mec172xmodular_assy6930 (Cortex M4)

1 https://github.com/eclipse-threadx/threadx/tree/master/utility/benchmarks/thread_metric
2 https://github.com/intel/ecfw-zephyr
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Evaluation: Thread Metric Cooperative Scheduling STG
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Evaluation: Intel ECFW Instances
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Evaluation: SSE Results
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Evaluation: Limitations

 Modifications of ECFW required

 Disable time-triggered tasks / alarms

 Skip system calls in deep device driver hierarchy limit state explosion! [DHL15]

 Analyze all interrupts only once

 Modifications to enable static Value Analysis

 Timing information not considered yet
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Conclusion

 Goal: Improve RTS properties

 Static analysis 

 Tailoring RTOS system calls

 IRx: Generic LLVM interpreter for RTOSs

 No need to re-implement abstract model

 Adapter to extract concrete kernel state

 Tested with benchmarks and real-world application

 Future work: Tailoring!
github.com/luhsra/parrot
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